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Safety Begins with Measurement  

 

We cannot improve what we cannot 

measure! 

We cannot measure what we cannot 

define! 
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Why New Measurement Approaches? 
3 

 Implementation & use of health IT 

inherently complex, prone to 

failure and leads to unintended 

consequences 

 Measurement essential in our 

journey to ensure safety  

 
 



Emerging Evidence 
4 

 Sentinel event reports received by The 

Joint Commission (1/2010-6/2013)  

 120 health IT-related sentinel events 

 3 most frequent types of events  

medication errors (29%)  

wrong-site/procedure/patient (19%)  

delays in treatment (12%)  



8-dimensional Socio-Technical Model of 
Safe & Effective Health IT Use 
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Sittig Singh QSHC 2010 
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Emerging Evidence 
6 

 Web-based survey American Society for 
Healthcare Risk Management & American 
Health Lawyers Association members 

 Frequency and types of EHR-related 
serious safety events 

 Of 369 respondents, 53% admitted to at 
least one safety event in previous 5 years 

 10% experienced > 20 events  

 Menon et al. J Healthc Risk Manag. 2014;34(1):14-26. 
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Downtimes anywhere anytime… 
8 

 Survey of Scottsdale Institute 

Membership 

 95% had at least 1 unplanned downtime in 

past 3 years 

 79% organizations had at least one 

unplanned downtime of at least 8 hours 

 13% had 24+ hours of downtime 

 
Sittig et al. Int J Med Inform. 2014 Nov;83(11):797-804 



VA EHR Safety Concerns 
9 

 100 unique investigations (Aug 09 – May 13) 

 344 reported incidents 

 55 VA facilities 

 Most safety concerns related to:  

 unmet data-display needs in the EHR,  

 software upgrades or modifications,  

 data transmission between EHR components 

Meeks et al J Am Med Inform Assoc. 2014 Nov-Dec;21(6):1053-9  

http://www.ncbi.nlm.nih.gov/pubmed/24951796


Lessons from the VA Study 
10 

Despite highly sophisticated 
technology and close monitoring, 
EHR-related safety concerns are 
still seen long after "go-live” 

 

Need constant organizational 
attention! 
 



Health IT Safety Hierarchy – 3 Phases 
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 Phase 1: Safe health IT:  

 Events unique/specific to health IT 

Sittig & Singh N Engl J Med. 2012 Nov 8;367(19):1854-60 
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Health IT Safety Hierarchy– 3 Phases 

13 

 Phase 1: Safe health IT:  

 Events unique/specific to health IT  

 Phase 2: Using health IT safely:  

 Unsafe or inappropriate use of technology  

 Unsafe changes in the workflows that 

emerge from technology use 

Sittig & Singh N Engl J Med. 2012 Nov 8;367(19):1854-60 





Using EHRs Safely 

 Potential for current EHRs to interfere with 
physician cognition/decision-making 

 Use of templates and documentation issues 

 Reduced physician efficiency 

 Data display issues leading to ambiguity 

 “iPatient” and effect on critical thinking skills? 

 E-Communication breakdowns persist 
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Upadhyaya Sitting Singh Diagnosis 2014; Sittig et al JAMIA in Press 



Measuring Follow-up of Test Results 
16 

 Evaluation of 1,163 outpatient abnormal lab & 

1,196 abnormal imaging test result alerts 

 7% abnormal labs lacked timely follow-up  

 8% abnormal imaging lacked timely follow-up 

 Follow-up in acknowledged vs. unacknowledged 

alerts? 

 

Singh et al Am J Med 2010 & Singh et al Archives of Int Med 2009 



Ambiguous Responsibility 
17 
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Health IT Safety Hierarchy – 3 Phases 
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 Phase 1: Safe health IT :  

 Events unique/specific to EHRs  

 Phase 2: Using health IT safely:  

 Unsafe or inappropriate use of technology  

 Unsafe changes in the workflows that emerge from 

technology use 

 Phase 3: Using health IT to improve safety 

 Leveraging health IT to identify unsafe care processes 

and potential patient safety concerns before harm 

Sittig & Singh N Engl J Med. 2012 Nov 8;367(19):1854-60 



 Using Health IT to Improve Safety 
20 

 EHRs can be programmed to help detect 

easily overlooked /underreported errors 

 On a daily basis, thousands of patients have 

abnormal test results  

 Can we electronically identify those likely to 

be experiencing diagnostic delays and 

intervene?  

 
Murphy et al BMJQS 2013 



Electronic health record-based triggers to detect potential 
delays in cancer diagnosis 

Daniel R Murphy,1,2 Archana Laxmisan,1,2 Brian A Reis,1,2 Eric J Thomas,3 Adol Esquivel,4 Samuel N Forjuoh,5 Rohan 
Parikh,6 Myrna M Khan,1,2 Hardeep Singh1,2 
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Defining Major types of HIT-related 
Safety Concerns  

23 

Type of HIT-related safety concern Examples 

1. Instances in which HIT fails during use or is 

otherwise not working as designed.   
Broken hardware 

or software “bugs” 

2. Instances in which HIT is working as designed, 

but the design does not meet the user’s 

needs or expectations. 

Usability issues 

3. Instances in which HIT is well-designed and 

working correctly, but was not configured, 

implemented, or used in a way anticipated 

or planned for by system designers and 

developers 

Duplicate order 

alerts that fire on 

alternative PRN 

pain medications 

 

 

Sittig Classen Singh J Am Med Inform Assoc. 2014 Oct 20 



5 Major types of HIT-related Safety 
Concerns  

24 

Type of HIT-related safety concern Examples 

4. Instances in which HIT is working as designed, 

and was configured and used correctly, but 

interacts with external systems (e.g., via 

hardware or software interfaces) so that 

data is lost or incorrectly transmitted or 

displayed. 

Medication order for extended 

release morphine inadvertently 

changed to immediate release 

morphine by error in interface 

translation table 

5. Instances in which specific safety features or 

functions were not implemented or not 

available (i.e., HIT could have prevented a 

safety concern).  

Hospitalized patient 

inadvertently receives 5 grams 

of acetaminophen in 24 hours 

because maximum daily dose 

alerting was not available 

 

 

Sittig Classen Singh J Am Med Inform Assoc. 2014 Oct 20 



Examples of What Can We Measure-1 
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• Unexpected EHR-related downtimes lasting 

more than 8 hours  

• Mean EHR response time as measured from the 

end-users viewpoint  

• Erroneous displays of laboratory test results or 

medications  

• Software bugs reported to the EHR vendor 

 

Sittig Classen Singh J Am Med Inform Assoc. 2014 Oct 20 



Examples of What Can We Measure-2 
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• Interruptive alerts with ~100% override rate  

• % of EHR users trained and passing a competency 

test before getting a login 

• Rate of Computer-based provider order entry use  

• % of “order-retract-reorder” events recorded  

• % of potential duplicate patients in the live clinical 

database (i.e., same First name, Last name, and 

date of birth)  

 

 
Sittig Classen Singh J Am Med Inform Assoc. 2014 Oct 20 



Examples of What Can We Measure-3 
27 

• % of patients with abnormal laboratory test 

results without appropriate follow-up  

• % of patients with positive sepsis alert 

transferred to ICU within 1 hour of 

identification 

• Automated measures of Hospital Acquired 

Conditions (HACs) or early warning signs 



Proactive Measurement 

 ONC-sponsored “Safety Assurance Factors for 

EHR Resilience (SAFER) project” 

 Proactive risk assessment and guidance 

 “1st draft” of best practices and knowledge 

 Self-assessment; not meant to be regulatory 

 Focused on high-risk areas 

 Nine guides 

 

 
Singh et al BMC Med Inf 2013 
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http://www.healthit.gov/safer  

http://www.healthit.gov/safer
http://www.healthit.gov/safer


 Foundational Guides  

 High Priority Practices  

 Organizational Responsibilities  

 Infrastructure Guides  

 System Configuration  

 System Interfaces  

 Contingency Planning  

 Clinical Process Guides  

 Patient Identification  

 Computerized Provider Order Entry with CDS  

 Test Results Reporting and Follow-up  

 Clinician Communication 

SAFER: Safety Assurance Factors for EHR Resilience 

Sittig, Singh, Ash. Am J Manag Care. 2014;20(5):418-423 
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http://www.healthit.gov/safer  

http://www.healthit.gov/safer
http://www.healthit.gov/safer


SAFER Recommended Practices 
30 



SAFER Worksheet – Practice 3 
31 



Take Home 
32 

 Essential to have robust definitions & 
shared mental models  

 Certain risk areas are now well defined 
and amenable to local measurement for 
QI/safety purposes  

 Measuring health IT-related safety needs 
to become an essential component of 
overall patient safety strategy 

 

 



Thank you… 
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